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Introduction
Cybercrime is the use of a computer to commit acts of fraud, stealing identities or violating internet policies (Gercke, 2016). There has been an increase in cyber-crime due to the advancement in technology that has been witnessed in recent years. Most of the people have had their computers attacked and critical information stolen. In view of this, most governments have tried to come up with ways of dealing with cybercrime. This has been faced with a lot of challenges due to the nature of cyber-crime and the fact that it knows no border. Laws and policies have been formulated and enforced to deal with the cybercrime menace both nationally and internationally. This paper, therefore, explores cyberspace and cybersecurity laws and policies and explains who formulates them and who enforces them both within national borders and across international borders.
Who makes Laws Applicable to Cyberspace?
[bookmark: _GoBack]The laws that are used in the fight against cybercrime are mainly made by respective governments. Most governments have established agencies that are specifically charged with the responsibility of fighting cybercrime (Gillespie, 2019).  The agencies develop certain proposals that are to be used as laws. They sit down with the respective stakeholders in the information technology department and come up with a draft of proposals that are to be implemented as laws. The involvement of the stakeholders is to enable them to have a conclusive process that involves all the people that will be affected by the laws. The government through the legislature then passes the draft into laws. The laws are then signed by the president and gazetted. The application of the laws takes effect as soon as they are signed and gazetted. Therefore, the stakeholders in the information technology sector and the government is the one that is most involved in coming up with the relevant laws to deal with cybercrime.
Application of Cyber Laws Across National and International Borders
Countries have established their own set of laws that are used in fighting the issue of cybercrime in their country. The laws are used to charge any person that has been found to have committed cybercrime within the borders of the country. Cybercrime knows no border and thus it is linked to several countries. In case of this, the relevant agencies in the countries work together to try and stop the acts of cybercrime. The agencies collaborate with each other in order to make it easy for them to deal with the problem (Marcum & Higgins, 2019). Interpol is used widely to fight cybercrime around the world. The different agencies from different countries also come together to investigate the same case. The individuals who have committed cybercrime are therefore charged in the country that they are found using the existing laws. The collaboration between the agencies is meant to reduce the time that is wasted as agencies try to navigate around the laws set by each country. Agencies such as Interpol and Europol assist other countries in investigating and fighting cybercrime.
Why Cyberspace and Cybersecurity Laws Important
The laws that apply across borders are very important in the sense that they assist the countries to deal with the issue of cybercrime. The agreement that exists between the countries in the fight against cybercrime is critical as it provides a framework upon which the agencies can carry out investigations in foreign countries. They can collaborate with the local agencies and this helps a lot in apprehending cybercrime culprits (Gillespie, 2019). The laws are also important as they reduce the time that is used in the filing of extradition papers to transfer suspects of cybercrime. The criminals are charged within the countries of arrest and this ensures that justice is delivered in an easy and effective way. The laws have also contributed a lot to the prevention of cybercrime across several countries. Most of the agencies are able to work together through the partnership that they have formulated and this makes work easy. The agreement formulated has strengthened the capabilities of different countries to fight cybercrime. This has seen the various loophole used by cybercrime suspects sealed and thus has led to a reduction in the vice. The laws formulated are also strict and harsh and this has helped in the fight against cybercrime. Criminals get severe penalties and this is intended to reduce the vice in the society.
The Creation and Enforcement of Cyber Policies and Law
Cyber policies are created by individuals within the information technology sector with the aim of formulating appropriate ways of dealing with the issue of cybercrime. The government through the minister in charge of information may come up with a cyber-security policy that is to be implemented by all the relevant stakeholders. This is normally done in consultation with all the players in the sector. The policies can also be created by government agencies that have been given the mandate to oversee issues to do with cyberspace and security. The agencies interact with the members of the industry and thus come up with a document that is going to be beneficial to the industry players and individuals. In terms of enforcing laws, the various agencies in the department of information technology ensure that the laws are fully implemented (Marcum & Higgins, 2019). The agencies in conjunction with police officers monitor the implementation of the police among the stakeholders. This is done in order to ensure that it has been implemented and those that do not do so are arrested. The courts are also responsible for ensuring that the laws are enforced.
Conclusion
Cybercrime is a big threat that has affected a lot of people and countries. The rate at which cybercrime is committed has increased with the advancements in technology. Most of the countries have formulated laws that are critical in the fight against crime. There has been a great challenge when it comes to international crime. Therefore, countries need to formulate appropriate agreements that will enable them to work together effectively and thus reduce the instances of cybercrime. Cooperation between countries will be critical in fighting this issue and ensuring that it does not get out of hand.
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